YTBEP)KI[AI’O

3aBe11yfo I[OY «Jl/c No 66
O orey sy 2 U.U. ®omuuépa

fos KRR » eI jd 2017T

NHCTPYKIMSI Ne 1
NnoJb30BaTe/ s M0 padoTe
B 'UC «JnekTpoHHOE 00pa3oBaHue»
C MePCOHATbHBIMH JaHHBIMH

1. O0mue mMoJI0KeHUA

1.1. Hacrosmas MHcTpykius ompenenser oOmue npaBuiia padbOThI
COTPYIHUKOB  MyHUIIMNANBHOTO  JOLIKOJIBHOIO 00pa3oBaTeNbHOTO
yupexaeHus «Jlerckuii cag Ne 66 KOMOMHMpPOBAHHOTO BHAA» (lanee —
YupexaeHnue) ¢ 1€EpCOHATbHBIMU JaHHBIMU.

1.2. TlepcoHanbHbIE JaHHBIE B AIEKTPOHHOM BHJIe 00padaThIBalOTCA B
MH(OPMAIMOHHBIX cUCTEMax NEPCOHATIBHBIX JTAHHBIX. Taxxe
YCTaHaBJIMBAETCA OCOOBIA MOPSAOK OOpabOTKH M XPaHEHHs MEPCOHAIBHBIX
JaHHBIX, COJIEPIKALIUXCS HA OYMaXKHBIX HOCUTEIISX.

1.3. Tlonp3oBareneM SBISIETCS KaKIAbli COTPYJHUK YUpEKICHUS,
YYaCTBYIOIIMM B paMKax CBOUX (YHKIMOHAJIBHBIX OOS3aHHOCTEH B
mpoliieccax, Kak aBTOMAaTU3UPOBAHHOW 0OpabOTKH, Tak M 00paboTKu 63
WCITOJIB30BAHUSL CPEJICTB ABTOMATH3AllMM IEPCOHAIBHBIX JIaHHBIX, a TaKXKe
UMEIOLINI JOCTYII K annapaTHbIM CpPeICTBaM, MPOrPAMMHOMY OOECIICUEHHUIO,
HOCHUTEJISIM HH(POPMALIUU U CPEACTBAM 3aLUTHI.

1.4. Tlonws3oBaTenb B CBOEH pabOTe PYKOBOJACTBYETCS HACTOSIICH
NucTpykumei, [IpaBriiamu ~ 00pabOTKM  MEPCOHAJIBHBIX  JAHHBIX,
pykoBogsamMu U HOopMaTuBHBIMH JokyMeHTamu OCTOK Poccnn m @Ch
Poccum u npyrumMm JOKyMEHTaMU YUpEKIACHUS, periaMeHTHUPYIOIIUMU
00paboTKy NepCOHATBHBIX JJAHHBIX.

1.5. Meroguueckoe pykoBojacTBO 10 pabore Ilomw3oBaTens
OCYILIECTBIISIET OTBETCTBEHHBIM 3a OpraHu3aiiio o0pabOTKU MEepCOHATbHBIX
JAHHBIX.

2. TepMuHBI U onpe/eJIeHUsI

2.1. TlepconanbpHbie MaHHBIC — JIFOOAst WHMOPMAIUS, OTHOCSIIASICS K
IpsIMO WJIM KOCBEHHO OTPEEICHHOMY WM OmpenesieMoMy (HU3ndeckoMy
Uiy (CyObeKTy MepCOHANbHBIX TaHHBIX ).

2.2. OOpaboTka TEPCOHAIBHBIX JaHHBIX — JII0OOE JeHCTBHUE
(omepanusi) WM COBOKYIHOCTb JEHUCTBUN (Omepaluii), COBEPIIAEMBIX C
UCIIOJIb30BAaHUEM CPEACTB aBTOMATU3ALMM WIIM O€3 HMCHOJb30BAHMS TaKUX
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CpPEACTB C TMEPCOHANbHBIMH  JaHHBIMH, BKJIIO4as cOOp, 3aluch,
CHUCTEMaTH3allul0, HaKOIUIEHHe, XpaHeHue, YyToyHeHHe (OOHOBIEHHE,
U3MEHEHHE), H3BJICUCHHME, HCIOJb30BaHUE, Iepeaady (paclpocTpaHEHHUE,
IpEOCTaBIE€HUE, JOCTYI), O0Oe3IMuuBaHue, OJIOKUPOBaHMUE, YAAJICHHE,
YHUUTOKEHUE TIEPCOHAITBHBIX JaHHbBIX.

2.3. ABromartu3upoBaHHas o0OpaOOTKa NEPCOHANBHBIX TaHHBIX —
00paboTKa MEepPCOHATbHBIX JAHHBIX C MOMOIIBIO CPEACTB BBIUYMCIUTEIHLHOU
TEXHUKH.

2.4. PacnpocTpaHeHHE MEPCOHAIBHBIX  JAHHBIX —  JICUCTBUA,
HaIpaBJCHHbIE Ha PACKPBITHE IMEPCOHAIBHBIX JAHHBIX HEOMPEICICHHOMY
KpYTY JIMII.

2.5. [IlpenoctaBieHue  MEPCOHANBHBIX  JIAaHHBIX —  JICUCTBHUS,

HaIlpaBJICHHbIE HA PACKPBITUE MEPCOHAJIBHBIX JAHHBIX ONPEACICHHOMY JIUILY
WIM OIIPEACIIEHHOMY KPYTy JIULI.

2.6. Hudopmannonnas cucrema nepcoHanbHbix qaHHbx (MUCITIH) —
COBOKYMHOCTb COJIepXaluxXcad B 0azax AaHHBIX NEPCOHAIbHBIX JAHHBIX U
o0OecreynBaIMX HUX 00pabOTKy HMH(POPMAIIMOHHBIX TEXHOJOTUA U
TEXHUYECKUX CPEJICTB.

2.7.  ABtomatu3upoBaHHOe pabouee Mecto (APM) — mporpamMmMmHoO-
TEXHUYECKUN KOMIUIEKC, OCPEACTBOM KOTOporo llosb30Barenb BBINOJHSET
CBOM JOJDKHOCTHBIE OOS3aHHOCTU (IIEPCOHAJIBHBIA KOMIBIOTEP, HOYTOYK,
TEpMUHAI U T.I1.).

2.8. HecanmkumonupoBanusli  goctyn (HCA) — gmoctym K
uHoOpMaIlMK, HApYMIAOIIMA  TpaBuUjia  pa3TpaHUYCHHUS  JIOCTyma C
UCIIOJIb30BAHUEM  INTAaTHBIX CPEACTB, IPENOCTABISEMBIX CpEICTBAaMHU
BBIYMCIINTEIBHON TEXHUKHU WIA aBTOMAaTU3UPOBAHHBIMU CUCTEMAMHU.

2.9. TloctopoHHME nuUA — JULA, KOTOpPblE HE HMEIOT MpaBa
CaMOCTOSITEJILHOTO JIOCTyla B TIOMELIeHHWEe W (W) HE HMEIT IIpaBa
camocroarenpbHoro aoctyna B WMCII[AH u (unaM) He HMMEOT AOMycKa K
NIEPCOHAJIbHBIM JAHHBIM.

2.10. CpenctBo 3amuThl HWHPOpMAIIMU OT HECAHKIIMOHUPOBAHHOTO
noctyna (C31 or HCJI) — mporpaMmHOe, TEXHUYECKOE WM MPOTPaMMHO-
TEXHUYECKOE CpEICTBO, HANpaBIEHHOE Ha  MPENOTBpAIllCHHE WU
CYLIECTBEHHOE  3aTpy/JHEHHE  HECAaHKUMOHUPOBAHHOIO  JIOCTyMa K
uHdopMaIuu.

3. O0sA3aHHOCTH MOJIH30BATEIA

3.1. He pasrnamarh mnepcOHANbHBIE JaHHBIC, KOTOpPBIE OyIyT
JIOBEPEHBI WJIM CTaHYT HW3BECTHBI B XO0J€ paboyero mpoiiecca BO BpeMs
BBITIOJIHEHUS JIOJDKHOCTHBIX (JIOTOBOPHBIX) OOSI3aHHOCTEH.

3.2. He coo0mathk yCTHO WM MUCbMEHHO, HE TepeaBaTh B KaKOM-
a100 BUJIE TPETHUM JIMIAM U HE PaCKpbIBATh MyOJUYHO MEPCOHANIbHbBIE JTaH-
Hble 0€3 COOTBETCTBYIOLIETO pa3pelieHus] pyKOBOAMTEJIs.

3.3. 3HaTh ¥ BBINOJHATH TpPeOOBaHUSA 3aKOHOJATEIBHBIX aKTOB
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Poccuiickon ®depepanuun, Hacrosuen MHCTpyKUMM U APYrux BHYTPEHHUX
JIOKYMEHTOB, PETJIAMEHTUPYIOIIMX TOPSAJ0K O00pabOTKH TEPCOHATBHBIX
JTAHHBIX.

3.4. Bpmonnate Ha APM TOMBKO TE mpouenypsl 00paboTKu
MEePCOHAIBHBIX JIAHHBIX, KOTOPBIE OMPECICHBI I0KHOCTHON HHCTPYKIUEH.

3.5. 3HaTh W cOONIOAATH YCTAHOBJIEHHBbIE TpeOOBaHUsA 00pPabOTKU
NEPCOHANBHBIX JAaHHBIX, YYETy, XPAaHEHUI0O U MEpPEChUIKE HOCUTEIEH
uHpopMaIuu, o0ecrnedeHNI0 0€30MaCHOCTH MTEPCOHATBHBIX JTAHHBIX.

3.6. MHcnonws3oBaTh sl XpaHEHHs] MEPCOHAIBHBIX JAHHBIX TOJIBKO
OTpEJICTICHHbIE MECTa XPAHEHUS M YUYTEHHbIE HOCHUTENM IEePCOHAIbHBIX
JTAHHBIX.

3.7. He3zamenauTeanbHO, B KpaTyaumue CpOKH, Cc00011aTh
pyKOBOAMTENO 00 yTpare WIM HeaocTaue Hocutened uHbopMalni,
yIOCTOBEPEHUH, MPOMYCKOB, KIIOUEH OT MOMEIIEHUH, XpaHUIIHII, ce(oB 1 O
Ipyrux (Qaxrax, KOTOpble MOTYT MPHUBECTH K PasrjallleHUI0 MEPCOHATbHBIX
JTAHHBIX.

3.8. Ilpu npekpamieHun padboT (TPYAOBBIX OTHOIIEHUN) BCE
MaTepualbHble HOCUTEIH, COJAEpXAIlhe NEepPCOHANbHbIE JaHHbIe (Quen-
HAKOMUTEIN, JUCKEThl, ONTUYECKUE JHUCKH, JOKYMEHTBHI, UYEPHOBUKH,
pacrieyaTku Ha  OpUHTEpax, KUHO- U (QoToMarepuasibl, MOJEIIH,
MIPOMBIIILICHHBIE 00pa3IIbl U TIP.), IepeaTh PYKOBOAUTEJIO.

3.9. CoOmonaTe TpeOOBaHUA MAPOJILHON MOJUTUKH (pasen 4).

3.10. CoOGmronaTe TpeOOBaHUS aHTUBUPYCHOM 3aIUTHI (pa3jaen S).

3.11. Ilomp3oBarenu, wuMeronMe BbIXoa B HMHTEpHET, 00s3aHBI
co0JIro1aTh TIpaBMIIa MPH pabOTEe B CETAX CBI3M OOIIEro MOJIb30BaHMS U (HJIN)
CETSIX MEXyHapOIHOTO HH(POPMAIIMOHHOTO 0OMeHa (pa3zen 6).

3.12. Ilonw3oBarenu, paboTaromue ¢ SIACKTPOHHOW TMOJIMUCHI0 WU
UCTIONIB3YyIONIMe Mmu@poBanue, o00s3aHbl cobmonate WHCTpyKIUO 10
0OpallIeHHIo CO CPeACTBAMHU KpUIITOrpaduuecKoi 3aiuThl THPOPMALIMH.

3.13. DkxpaH MOHUTOpaA B MOMEIIEHUU PACIOaraTh BO BpeMsl pabOThI
TaKk, 4YTOOBl  MCKJIIOYaldach  BO3MOXKHOCTh  HECAHKI[MOHHUPOBAHHOIO
O3HAKOMJIEHUSI € OTOOpakaeMol Ha HHUX HWH(OpManuedl NTOCTOPOHHUMHU
JUIaMH, IITOPhl HA OKOHHBIX MpoeMax JIOKHBI ObITh 3aBEIIaHbl (KaJI03U
3aKPbITHI).

3.14. OG0 Bcex BBISBICHHBIX HAPYIICHUSX, CBSI3aHHBIX C TIOPSIKOM
00pabOTKM MEPCOHATBHBIX JAHHBIX, a TAKKE JJIs MOTYYECHUN KOHCYIbTAIUi
1o Bompocam o0pabOoTKH MEPCOHATBHBIX JAHHBIX, HEOOXOUMO 00paIiaThes K
OTBETCTBEHHOMY 3a OPTaHHU3AINI0 00pa0OTKY MEPCOHATLHBIX JTAHHBIX.

IMoab30oBaTessiM 3anpeniaeTcs:

3.14.1. Hapymare ycTaHOBIEHHBIE B YUpPEXKACHUH WHCTPYKLUUU
1o paboTe ¢ MePCOHATLHBIMU JaHHBIMH.

3.14.2. Hcnonp3oBath KOMIIOHEHTBI IPOTrPaMMHOTO 17}
anmnapaTHoro ooecrnedyeHust YUpexKIeHUsl B HECITY>KEOHBIX LIETsX.

3.14.3. OcraBiaTh CcBoe pabodee MecTo 0O€3 MPUCMOTPa,
NpeIBapUTEIbHO HE 3a0JIOKUPOBAB (IITATHBIMU CPEICTBAMH ONEPALIMOHHON
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cucrembl Windows — komOuHamueir kmapuin [WIN] + [L] mwm [CTRL] +
[ALT] + [DEL] c¢ panpHeWIMM HaxkaTueM KHONKUA —«biokupoBka»
MOSIBUBILETOCSI MEHIO, JMOO TMpU MNOMOIIM IUTAaTHBIX CPEICTB 3allUThI
uHGOpPMaIIMU OT HECAHKITMOHUPOBAHHOTO JIOCTYIIA TP UX HATTUYUHN).

3.14.4. OctaBnare 6e3 mpucMoTpa WM HEyOpaHHBIMH B
xpanwinma (mkad, cedd) HOCHUTETH WIM JOKYMEHTBI, COJEpKallue
NIEPCOHAIIbHBIE IAHHBIE.

3.14.5. 3anucelBaTh M XPaHUTh MEPCOHAIbHBIE JaHHBIE HAa
HEYYTCHHBIX HOCHUTEISIX HMHPopManuu (ONTUYECKUX AUCKAX, THUOKHUX
MarHUTHBIX AUCKaX, (PJIelI-HAKOMUTESAX U T.I1.).

3.14.6. CaMOBOJIBHO  U3MEHSTh COCTaB U KOHQUTYpaIHUIO
HCIOJIb3yEMbIX IPOrPAMMHBIX, allapaTHbIX, POrpaMMHO-aNMapaTHbIX
CpEICTB, CaMOBOJIBHO  YyCTaHABJIMBaTh MpPOrpaMMHOE  oOecleyeHue,
OTKJIFOUATh/NIOJIKIII0YaTh 000PYT0BaHUE WU U3MEHATH PEKUMBI €r0 PadOThI.

3.14.7. CamoBonbHO moakiaoyate APM wim npyrue cpeacTtBa K
JIBC T'AY PK «IUT», uzmensats [P-anpec, MAC-agpec u uHbIE HACTPOUKHU
cetu APM.

3.14.8. [Ipon3BOAUTE NEWCTBUSA, HAIPABICHHBIC HA IOJy4YCHHUE
HECaHKIIMOHUPOBAaHHOTO Joctyna K APM u cepBepam, paBHO Kak U JHOOBIM
npyrum y3nam JIBC Yupexnenus wim HTEpHET, B TOM YHCIIE:

- JEUCTBUS, HANpaBJIE€HHbIE HAa HApyUIEHUE HOPMAJIBHOIO
(YHKIIMOHUPOBAHUS 3JIEMEHTOB CETH (KOMIIBIOTEPOB, JIPYroro CETEBOIO
000py0BaHUS WM MPOTPAMMHOI0 00€CTIeUeHuUs );

- YCTaHOBKA MPOrPaMMHOT0 OOECHEYEHHUs, OCYIIECTBISIOIIETO
nepexsat uHdopmaluu (MHGOPMAIIMOHHBIX MTAKETOB), aPECOBAHHON IPYTUM
MOJIb30BATENSIM;

- NEHUCTBHUS, HalnpaBJICHHbIE Ha NOJIyYEeHHE
HECaHKIIMOHUPOBAHHOI'O JIOCTyNa K HWH(POPMAIMOHHBIM pecypcaMm, B
NOCJIEYOIIEM MUCIIOJIb30BAaHUU TAKOTO JOCTYIA;

- YHUUTOKEHUE, MOAU(DUKAIMS MPOrpaMMHOTO 00ECTIEUeHUs WU
JAHHBIX 0€3 COIIacOBAaHMS C PYKOBOAWTEJNEM WIIM BIaJeiIblaMU 3TOTO pe-
Cypca,

- NOMBITKM MOoA0Opa mapojed K Jo0bM  HH(POPMALIMOHHBIM
pecypcaM MeToAoM mepedopa BceX BO3MOXKHBIX BapHAaHTOB Maposiel, jaubo
aTax Io CJIOBapIo;

- YMBILUIEHHBIE JEHCTBUSA IO CO3JaHHUI0, HCIIOJIb30BAHUIO U
pacupoCTPaHEHUIO BPEAOHOCHBIX IPOrPaMM, B TOM YHCJIE€ HAPABJICHHBIX Ha
MOJIy4YeHHE HECAHKIIMOHUPOBAHHOTO JIOCTYIA K JIF0OOBIM HHPOPMALIMOHHBIM U
CIIy’KeOHBIM pecypcaM (Kak BHYTPH YUpEeXICHHs, TaK W BHE), TUOO Ha
HapylIeHUE IEJTOCTHOCTH U paOOTOCIIOCOOHOCTU ITUX CUCTEM;

- JNEUCTBUS MO CKAaHUPOBAHUIO JIOKAJIBHOM CETH C LENbI0
ONpEJENICHUSI €€ BHYTPEHHEH CTPYKTYpbl, CIHCKOB OTKDBITBIX IIOPTOB,
HaJIM4YHsI CyLIIECTBYIOLIUX CEPBUCOB U YSI3BUMOCTEM.

3.14.9. CamMOBOJIBHO U3MEHATH IMapaMeTpPbl CPEIACTB  3aIUTHI
uHbopMaluu (B TOM YHUCJIE€ W CPEICTB AHTUBHPYCHOW 3alIUTHI), a TaKXKe
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3aBepIlaTh UX paboTy U (WJIKM) CAMOCTOSTENILHO UX YCTAaHABIINBATh.

CamocrosiTeabHO pa3padaThiBaTh WM UCIOJIb30BATh HEPETIaMEHTUPO-
BaHHBIE (0€3 pa3pelieHUs] PYKOBOAUTENs, HE OTHOCAIIUECS K MPOU3BO/I-
CTBEHHOMY IIpOLIECCY) MpOTrpamMMmbl (Hampumep: Urpbl; IM-KIMEHTHI, Takue
kak Google Messenger, ICQ u T.11.; P2P-knuentsi: Kazaa, eMule u 1.11.).

3.14.10. PazpemaTe mOCTOpOHHHMM JMllaM palbOTaTh IMOJ CBOEH
yuetHol 3anuchio B UCIT/IH.
3.14.11. [IepecblnaTe NEpPCOHANBHBIE AAHHBIE 10 KaHAJlaM CBSA3U B

OTKpPBITOM BHJIE, B TOM unciie MHTepHeT, mo tenedony, dhakcy, 3MeKTPOHHON
o4Te | T.1. (0€3 UCI0JIb30BAHMS CPEACTB IMIMGPOBAHUS).

3.14.12. [TonyyaTh JOCTYn K IMEPCOHAJIBHBIM JaHHBIM C PaboOuynx
MECT, He O0OOpYJOBaHHBIMU HEOOXOJAMMBIMU  CpPEACTBAMHU  3allMThI
uHpopMaruu.

3.14.13. CaMOBOJIBHO ~ cO371aBaTh ~ COBMECTHO  HCIIOJIb3yEMBbIC

CETeBbIE pecypchl (MamKyd OOIIEeTro JOCTyIa) Ha CBOMX KOMIBIOTEpAX U
(baiiyIoBBIX cepBepax, HECAHKIMOHWPOBAHHO YNANATh WM U3MEHATH IpaBa
JIOCTyTa K HUM.

3.14.14. B ciaydyae BO3HMKHOBEHHS JIIOOBIX  MEXaHHUYECKHUX
HEUCIIPAaBHOCTEI B  OOOpPYJOBAHMHM  OCYIIECTBISATH  CAMOCTOSITEJIbHbBIE
MOTIBITKH WX YCTPAHCHHSI.

3.14.15. [IpenATcTBOBAaTH JOJDKHOCTHBIM JIMIIAM IIPU NPOBENCHUU
MPOBEPOK U CIYXKEOHBIX pacclieJOBaHUM, CBS3aHHBIX C OOEcCreYeHUEM
6e3omacHOCTH UH(OPMAITUH.

3.14.16. YaansaTe WM UCKaXaTh TNpOrpaMmbl U (Qailibl  C
MEPCOHANBHBIMU JTAHHBIMM W WHOW BaXXHOW WH(poOpManuen (Hampumep,
CUCTEMHOM, HeoOxoaumoit st hyakuuonuposanust UCIIIH).

3.14.17. YMBIIIUIEHHO  KWCHOJIB30BaTh  HEIOKYMEHTUPOBAHHBIC
CBOICTBA M OIIMOKA B MPOTpaMMHOM OOECIEUEHUU WM B HACTPOMKaAX
CPEACTB 3alllUThl, KOTOPHIE MOTYT MPUBECTH K BO3HUKHOBEHUIO BHEIITATHOU
cutyaunn. O6 oOHapyKEHUU TAKOTO poja OMHMOOK — CTABUTh B U3BECTHOCTh
PYKOBOJUTENST YUPEKICHUS U COTPYTHUKOB, OTBETCTBEHHBIX 3a YCTAHOBKY U
(W) COMpPOBOXKIEHUE NpOorpaMMHOro obecrnedeHus (AJAMUHUCTpATOpa
0€30MacHOCTU TMEPCOHAIBHBIX JAHHBIX B HWH(OPMAIIMOHHBIX CHUCTEMax
MEePCOHAIBHBIX JIAaHHBIX (JaJiee - aIMUHUCTPATOP OE30MACHOCTH)).

3.14.18. [Tonkmtouate k JIBC VYupexieHus JH4YHBIE CPEACTBa
BBIYMCIIUTEILHOM  TEXHUKH:  HOYTOYKH, KapMaHHBIE  KOMIIBIOTEPHI,
cMapTQOHBI U T.M., & TAKKE JTUYHBIC HOCUTEIM U HAKOMHUTEIN WH(OpMAIUH.
B cnywae HeoOxomumocTn miepeHoca WHGOPMAIMKM C JIMYHBIX HOCUTEJEH
uHdopMaIuu oOpamarbCsi K OTBETCTBEHHBIM.

4. IlapoabHasi moJIUTHKA

4.1. OO0mmue TpeOOBAHUSA K MAPOJISIM:
— MunumanbHOoe TpeOoBaHHME: OyKBEHHO-IIM(PPOBOW  MapoJIb.
JKenarenbHO MCHONB30BaTh OYKBBI B BEPXHEM WJIM HUXKHEM PETHCTpaX,
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UQPBI UK CIICIATbHBIC CUMBOJIBI (Hanpumep: ~! @ #$ % " & * () _-+=
[\N?/.,:5°][{}<>.utm).

— MunumanbHas JIMHA aposisi: He MeHee 6 (IIIECTH) CUMBOJIOB.

— MaxkcumanbHbIi CPOK AerUCTBUS naposisi: 90 CcyTok.

- 3anperT UCHOJB30BaHUSA TPEX PAHEE  HCIOJIb30BABIIMXCS
apoJIeH.

- [Tapons Ilonmp3oBarenss He AOMKEH BKIIOYATh B ce0s JIETKO
BBIYHCIIIEMBIC COUYETAHUS CHUMBOJIOB, OOIIETIPUHSATHIC COKpAICHUS, UMEHA,
dbaMuuu, TOHKHOCTH, TOJl POXKIACHUS, HOMED MacriopTa, TaOeIbHBIM HOMED,
unyto nadopmammio o [lonp3oBarene, JOCTYNHYIO APYTUM JIHUIIAM.

- 3anpenaercs UCIOJIb30BaTh B KAUECTBE MApoJsl OAUH U TOT XKe
MOBTOPSAIOMIMICS CHMBOJ  JUOO TMOBTOPSIOIIYIOCS KOMOWHAIMIO U3
HECKOJIBKAX CUMBOJIOB.

- 3anpemaercs HCIOIb30BaTh B KayecTBE IMapoJii KOMOMHAIIMIO
CUMBOJIOB, HaOUpaeMbIX B 3aKOHOMEPHOM TOPSAKE Ha KIaBUAType
(manmpumep: 1234567, qwerty u T.11.).

4.2. IlpaBuja ucnoJIb30BAHHUA MAPOJICH:

- XpaHuUTh B TallHE CBOM NapoJjib, HE COOOIIAThH €ro IPYTrUM JHUIaM.

- He npenocraBnsars noctyn B UCIIIH apyrum nunam moj cBO€i
YYETHOM 3alKChIO U MAPOJIEM.

- W3meHsTh CBOM Mapoiib MpU MEPBOM TPeOOBAHUU MMOJTUTHKU
napoJieit onepanroHHon cuctemsl u/unu UCITH.

— Bo Bpemss BBojga mapoJsiei  HEOOXOAMMO  HMCKIIIOYHTH
BO3MOXXHOCTb ~ €r0  MOJCMATPUBAaHUS MOCTOPOHHUMH JIUIIAMU  WJIU
TEXHUYECKUMHU CPEICTBAMU (BUICOKAMEPHI U JIP.).

- 3anpeniaeTcsi 3anuchbiBaTh CBOMW MMApPOJIM B OUYEBUIHBIX MECTax,
BHYTPEHHOCTH SIIIMKa CTOJNIa, Ha MoHHTOpe APM, Ha o00OpaTHO#l cTOpoHE
KJIaBUATyphI U T.1.

— 3anpemniaeTcs XpaHUTh Mapojid B  3alMCaHHOM BHUJIE Ha
OTJICJIbHBIX JIUCTaX OyMaru.

4.3. Cwmena, yaajenue JUYHOro mnapoJs Jwodooro Ilosan3oBarens
NMPOM3BOIANTCS B CJEIYIOIINX CIy4Yasix:

- B CITy4ae MOJI03PEHUS HA KOMIIPOMETAIIUIO MApOJIs;

- 110 OKOHYaHUU CPOKa JECHUCTBUS;

- B Clly4yae MpEeKpalleHus MoJTHOMOUMM (YBOJIbHEHHUE, TIepexo]l Ha
Ipyryro paboty BHYTpu Yupexnaenus) llonb3oBaTens mocie OKOHYAHUS
MOCJIEAHET0 ceaHca padOThl B MH(POPMAITMOHHBIX CUCTEMaxX IMEPCOHATBHBIX
JAHHBIX;

— MO0 YKa3aHUI0 OTBETCTBEHHOTO 3a OpraHu3aIrio 00pabOTKu
MEePCOHATBHBIX IAHHBIX.

4.4. Tlpu yBOJBHEHHUH, NIEPEXO/IC€ HA HOBYIO JOIAKHOCTb COTPY/HUKA,
UMEIOIIEro JOCTYIl MOMHUMO CBOEM Y4YETHOM 3amucu K JPYTrdM pecypcam
(MexceTeBbIe DKpaHbl, MAPIIPYTU3ATOPHI, CEPBEPHI, APYTUe YUETHBIC 3alIUCH
U T.I.) TaKXKe MPOU3BOJAUTCA BHEIUIAHOBAs CMEHa Mapojiel K TaKuM pecyp-
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CaM.

S. llpumeHeHMe JMYHBIX HACHTH(PUKATOPOB B HH(pOPMALIMOHHOI
CHCTeMe NEePCOHATbHBIX JAHHBIX

[TpuBsA3Ky HaeHTU(HUKATOpPA K MOJIB30BATENIO (YUETHOM 3alHMCH) BBINOJIHSAET
aJIMUHUCTPATOP OE30MaCHOCTH.

5.1. Tlomp3oBarenun WUCII[In momy4aroT cBOM WUIACHTH(PHUKATOP Yy aIMUHU-
cTparopa 0€30MacHOCTH.

5.2. Tlonw3oarens MCIIIx 00s13aH XpaHUTh CBOM JTMYHBIA UAEHTU(UKATOP
B HEJIOCTYIIHBIX JIJIs1 IPYTUX COTPYAHUKOB XPAHWIHILAX.

5.3. Tlonw3oBarento MCII/IH 3anpemniaercs nepegaBaTh CBOW JUYHBINA UICH-
TuduKaTop.

5.4. B cnywae yrepu nuyHOro uaeHtudukaropa, nois3oBarens WCIIIn
JOJDKEH HEMEJJICHHO JOJIOKUTh 00 3TOM aJMHUHHUCTPATOPY OE€30MacCHOCTH
uH(popManuu.

5.5. B cnyuae nmpekpanieHus MOJHOMOYMNM YYETHOM 3aluCU TOJIb30BaTENs
HUCIIIn (yBoJIbHEHME, MTEPEXO]] HA APYTyI0 paboTy B YUpPEKACHUH, a TAKKE
JIpyrue OOCTOSITENbCTBA) YUETHAS 3aMUCh AOJDKHA OBITh yJaneHa, a €€ uacH-
TU(UKATOP JOJIKEH OBITh ClIaH aAMUHUCTPATOPY 0€3011aCHOCTH UH(POPMALIHH
MOCJIE OKOHYAHHMSI MTOCJIETHETO ceaHca paboThl JaHHOrO mojb3oBarens B MC-
[T/1n.

5.6. B ciayyae KoMOpOMETALMU WM YTEPU JIMYHOTO UACHTU(UKATOPA MO b-
30BaTeNsl AAMUHHCTPATOPOM O€30MAaCHOCTH JOJDKHBI OBITh HEMEMJIEHHO
MPEANPUHATHI MEPBI B COOTBETCTBUU C M. 5.7 HacTosimen MHCTpyKuuu.

5.7.  AnvunucTpaTop 0€30mMacHOCTH MHGOPMAIMH JIOJDKEH MPOBECTH CIIY-
XKeOHoe pacciieloBaHHEe ISl BBISICHEHMSI MPUYMH KOMIPOMETAIMH HIECHTH-
¢ukaropa Cc LEIbI0 BHIPAOOTKM HOBBIX WJIM COBEPIICHCTBOBAHUS MPUHSATHIX
TEXHUYECKUX M OPraHU3allMOHHBIX MEp MO YCTPAHEHHIO TaKOH yrpo3sl B Oy-
JyIIEM, a TakKe€ BBISICHEHUIO BEJIMYMHBI yiiepOa, KOTOpPbIA MOXET ObITh
HaHECEH COOCTBEHHUKY MH(GOPMAIIMOHHBIX PECYPCOB.

6. AHTMBHpPYCHafl 3a1IMTA

6.1. B cinyuyae OoTCyTCTBHS IITaTHBIX (PYHKUIMN aHTUBUPYCHOM Mpo-
rpaMMbl, IPEIyCMaTPUBAIOLINX aBTOMATUYECKYIO MPOBEpKY ¢aitnos, [lois-
30BaTeNb 00513aH OCYIIECTBISATh MPOBEPKY (HalIOB MOTy4aEMbIX:

- I10 3JIEKTPOHHOM IOYTE;

— yepes ceTb MHTepHeT;

- Ha MarHUTHOM, ONTHYECKOM JIUCKe, (PIiellI—HaKOMUTENE;

- WHOM ChEMHOM HOCHTENE HH(POpMAIUH;

- MOJTy4YE€HHBIE HHBIM CITIOCOOOM.

6.2. Ilepen OTKpBITHEM BIOXKEHHUSA (CCBUIOK) YOEAUTHCS B TOM, YTO
OTMPABUTENb JIEUCTBUTENBLHO MOCIAN BaM 3TOT (ailj, Aake €clid OH U J0JI-
KeH Obu1 310 caenath. [lo3BoHuTE eMy camu. He noBepsiite uMeHH OTIIpaBU-
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TeJs U YKa3aHHBIM B TEKCTE€ MUChbMa HOMEpaM TeJeOHOB, a TaKXKe JIULAM,
MO3BOHUBILIKM BaM CaMOCTOSITENIBHO C MPOCHOON OTKPHITH (hallibl U MPOUTH
IO CCHUTKAM.

6.3. Iloab3oBaTeio 3ampeniaercs:

6.3.1. OcyniecTBIATh IE€UCTBYS, HAITPaBICHHbIC HA BBHIKJIFOUEHUE aHTH-
BUPYCHOM ITPOTPaMMBI.

6.3.2. CamocTosiTenbHO ycTaHaBiuBaTh Ha APM nporpammHoe obec-
NICYCHHE.

6.3.3. 3amyckath (haiibl, TOJYYCHHBIE 1O CETSAM CBSI3H (JIEKTPOHHOM
nourte, UHTEepHET), CO ChEMHBIX HOCHUTEJIECH, JakKe €ClIM OHHM MOJyYeHbI TPo-
BEPEHHOTO ajipecaTta, 0e3 MpeIBapUTEIbHON HX MPOBEPKU AHTUBUPYCHOM
MIPOrPaMMOH.

6.3.4. IIpy BO3ZHUKHOBEHUU IMOJO3PEHUS HA HAJMYHE KOMIIbIOTEPHOIO
BUpyca (HeTUnu4Has padoTa mporpaMM, MosiBICHHE IpadUyuecKux U 3BYKO-
BbIX 3()(hEKTOB, UCKAXKEHUI TaHHBIX, IPONaJaHue (aillioB, 4acTOE MOSBICHHE
COOOIIEHUM O CUCTEMHBIX olnOKkax u T.n.) [loap3oBaTens caMOCTOSTEILHO
UM BMECTE C OTBETCTBEHHBIM (AJIMHUHHCTPATOPOM OE€30MACHOCTH) JIOJKEH
IIPOBECTH BHEOUEPEAHON aHTUBUPYCHBIA KOHTPOJIb CBOEr0 pabovyero Mecra.

6.3.5. B cnyyae oOHapyXeHHUS MPU NMPOBEIACHUH AaHTUBUPYCHOM MpO-
BEpKHU BUPYCHOTO 3apaxxeHus [loap3oBaTenu o0s3aHbI:

- PUOCTAHOBUTH PadOTY;

— HEME/JIEHHO MOCTaBUTh B M3BECTHOCTh O (hakTe OOHapy>KEeHUs
BHUPYCHOTO 3apa)KE€HUs] OTBETCTBEHHOMY (AJIMUHHCTpATOpPy 0€3011aCHOCTH);

— COBMECTHO C BIAJENbIIEM 3apaKEHHBIX BHPYCOM (ailioB
MIPOBECTHU aHAJIN3 HEOOXOIUMOCTH JAIbHEHIIIETO UX MCIIOh30BAHMS,

— MIPOBECTH JICYCHHE WM YHUUTOKCHHE 3apaKCHHBIX (DAIIIOB.

7. Ilopsanok pa6otrsl B UCII/IH 1 ceTH MHTEpHET

7.1. Hoaxawydenune k UCIIIn u cern UHTEepHeT

7.2. Uenbto pabotel I[lomwzoBarens B MCIIIn u cetu UurepHet
aBysieTcs cOop, 00paboTka, XpaHEHUE TMEPCOHANBHBIX JAHHBIX, OOMEH
AJIIEKTPOHHBIMU COOOIICHUSIMU B CITYKEOHBIX LENISIX.

7.2.1. Joctyn x MHCIIIlH u cern UVHTepHET mnpenocTaBisieTCs
[Tonb3oBaTensiM TOJIBKO B TOM Cllydae, €CIM JTO HE MPOTUBOPEUUT
TpeOOBaHMsIM  HacTosied MHCTpykuMM #  MHBIMM ~ HOPMATUBHBIMU
JIOKyMEHTaMH B 00JIaCTH 3alUThl HHPOPMALIUU.

7.2.2. Joctyn nonb3oBatens k UCITJIH ans oOpabOTKH MepcoOHAIbHBIX
JAHHBIX MPOU3BOJUTCS TOJBKO C pabOYMX MECT, Ha KOTOPBIX YCTAaHOBJICHBI
CpEICTBA 3aIUTH HHPOPMAITIH.

7.2.3. OcHOBaHUEM I TOJKJIIOYEHHUS] COTPYAHUKA YUpexKIACHUs K
UCIIIn wu cetmu MHTepHeT ABISIETCA  MOTHMBHpPOBAaHHas  3asiBKa
OTBETCTBEHHOMY 3a OpraHM3alMi0 0O0paOOTKH MEPCOHAIBHBIX JAHHBIX OT
HEIOCPEICTBEHHOI0 pykoBoauTels [lonp30Barens ¢ ykazaHueM IMOJTHOMOYHUI
JIOCTyTa K TAKUM PECYpCaM U CEPBUCAM.



7.2.4. OTBETCTBEHHBII 3a OpraHu3aluio 00pabOTKU MEePCOHABHBIX
JAHHBIX, JUOO COTPYJIHUK, BBINOJIHSIIONUMNA €ro (QyHKIWU, OpPTraHU3YeT
noakmouenne k HCIx wmu  cetm  HWurepner Ilomb3oBareneii B
YCTAaHOBJIICHHOM TMOPSIIKE, OCYIIECTBIISIET KOHTPOJIb HAJl HCIOJIb30BAaHUEM
JAHHBIX PECYPCOB U CEPBHCOB.

7.2.5. Ilocne BbImosHEHHS 3afaHusi OTBETCTBEHHBIA 3a OpraHU3aLUIO
00pabOTKHU MEPCOHATBHBIX JTAHHBIX COOOIIAET MOJIB30BATEII0 O BHIOJHEHUH
3asIBKH.

7.2.6. OcHoBaHueM JJig OTKIrOUeHHs moias3oBatelns oT UCII/IH u cetn
WHTepHET SBISIOTCS CNEAYIOIIHNE COOBITUS:

- HapylIeHUE WHCTPYKIMI M MHBIX JIOKAJbHBIX HOPMAaTUBHBIX
aKTOB B 00JIaCTH 3aIIMTHI HH(POPMALINH;

- yBoJsibHeHME [lonp30Baress.

7.3. THopsigok padorsl B ceTn UHTEepHET

7.3.1. Ucnionp30BaHne COTpyAHUKAMU YUpexkIeHHs ceTh HHTepHer
JOJKHO OCYUIECTBIISTHCS HUCKIIOYUTENBHO ISl BBIOJHEHUS JTOHKHOCTHBIX
00s13aHHOCTEM.

7.3.2. Undopmarus, oOpazoBanHas (oOpasyromiascs) B IIporecce
TPYAOBOH JIESATEIBHOCTH paOOTHUKA YUPEXJIEHUS ABIISETCS COOCTBEHHOCTHIO
VYupexneHus U He MOAJICKUT UCIIOIb30BAaHUIO (B TOM YHUCIIE UCIIOIb30BAaHUIO
B ceTu VHTepHET Win ¢ moMoIbio cetd MIHTepHeT) B TUYHBIX HENIX U (WJIin)
B KOPBICTHBIX MHTEpPECax JAPYTUX JIHI (OpraHu3aIluil).

7.3.3. Ilpu npoBeIeHNN TEXHUYECKUX PabOT, CBSI3aHHBIX C HACTPOMKOM
obopynoBaHusi (KOMMYHHUKAIlMOHHOE 0OOpyJOBaHUE, MPOKCHU-CEPBEPA,
MapmipyTH3aTopsl ¥ T.I.); B  Ccllydyae  OOHapyXeHUS  IOMbBITOK
HECAHKIMOHUPOBAHHOTO noctyna K Murepuer-muo3y, APM Ilonb3oBarenei
MOXET IMPOBOAUTHCA BPEMEHHOE OTKIIOUeHHE llonb3oBareneil oT cepBUCOB
cetu WurepHer (B ciiyyae maHoBoro oTkitoueHus [lonws3oBarenu
YBEJIOMJISIFOTCSL 00 3TOM 3a0J1arOBpEMEHHO).

7.3.4. Bcsa uHopmaiusi 0 pecypcax, MHOCEHIaeMbIX COTPYAHUKAMHU
VYupexnenus, NPOTOKOIMPYETCS M, NPU HEOOXOAUMOCTH, MOXKET OBITh
IIPENOCTABIIEHA PYKOBOJIUTEND YUpPEKIACHUS M1 JETANbHOIO HM3y4YEHHUs U
MPUHATHS PEIICHUS O MEPaX ITUCHHUILIMHAPHON OTBETCTBEHHOCTH.

7.3.5. Ilpu pa6ote B cetu Untepuet [lonb3oBaTensam 3amperiaercs:

— YMBIIIIEHHOE PACIPOCTPaHEHHE M MOJyYeHUE MaTepHUajioB B/U3
ceru MHrepHeTr, IpOTHMBOpEUYAIIMX  3aKOHOJATENILCTBY  Poccuiickoi
®denepauyy, B TOM 4YHCIE MAaTepUajoB, MPONAraHAUPYIOUMX HACUIIUE WM
HKCTPEMU3M; PA3KUTAIOLIUX PACOBYIO, HALIMOHAJIBHYIO WM PEIUTHO3HYIO
BPaXAy; Pa3bIACHIIOUIMX MOPSAJOK H3TOTOBJICHMS W/WIM TPUMEHEHUS
HAapKOTHKOB, B3pBIBUATHIX BEIIECTB, OPYXKHUA U T. IL.; MaTepHUAIIOB
MOpHOTrpapruecKkoro xapakTepa; KOMIBIOTEPHBIX BUPYCOB U JIPYTUX
BPEAOHOCHBIX ITPOrpamm;

- nepenaBaTh B ceThb MHTepHeT wuHpOpMaNuio, K KOTOPOM B
COOTBETCTBUM C 3aKOHOJATEJIbCTBOM OIPAaHUYEH JOCTYN (IIEPCOHAIBHBIE
JlaHHbIe, CTy>KeOHas nHpopMalrs) 6€3 COOTBETCTBYIOIIETO Pa3pEeIICHHUS;



— banscudpunupoBars [P-ampec, MAC-anpec, wuHbBIE ajpeca,
UCIOJIb3yeMbI€ B CETEBBIX MPOTOKOJIAX, a TAKXKe MPOUYYI0 MHPOPMAIIHIO MPH
nepeaaye JaHHbIX Yepe3 ceTh MIHTepHeT.

- NPEIOCTaBIATh JOCTYNl B ceTb VHTEpHET co cBoeil paboueit
CTaHI[UU KOMY-JIM0O, B TOM YHUCJIE€ MPOTPAMMHO-TEXHHUYECKMMHU CIIOCOOaMu
yepe3 JOKAIbHYI0 BBIUUCIUTEIBHYIO CETh YUpEeXIEHUs (HAmpumep: MmyTeM
HECAHKIIMOHUPOBAHHOW YCTAHOBKM JIOKajdpbHOro HHTEpHeT-ILII03a Ha
pabouee MecTo);

- noJiy4ath JOCTyn K cetu VHTepHeT mo0bIMH crioco0amu, He
Ipe1yCMOTPEHHBIMU JNEHCTBYIOLIMMU JIOKaJIbHBIMU JOKyMEHTaMH
(MaCcTpykumsmu YupexaeHus);

- OCYLIECTBJISTh HECAHKUMOHUPOBAHHBIA JOCTYH K pecypcaM H
cepBucaM ceTu MHTepHeT.

- BBINOJHATH JAeicTBUs (B3oM, DoS (oTka3 B oOCIyXUBaHUM),
ARP-spoofing aTtaku, cCkaHMpOBaHHE JOKAJIbHOW BBIYHCIUTEILHON CETH)
HalpaBJICHHblE Ha HapylIeHWE (PYHKIIMOHUPOBAHUSA JJIEMEHTOB CETH
NHTepHeT (KOMMYHUKAIIMOHHOTO OOOpYyJOBaHUS, CEpPBEPOB, pabdOUux
CTaHIUH, MPOrPaMMHOIO O0ECIICUEHHUS).

7.4. Ilpasuiaa padorsl [loab30BaTelieii ¢ 3J1eKTPOHHO MOYTOM:

7.4.1. Ilonp3oBaTenu 00s13aHbl MCIOJIB30BaTh 3JIEKTPOHHYIO TIOUYTY
TOJIBKO JIJIS1 BBITIOJIHEHUSA CITY>KEOHBIX 00s13aHHOCTEM.

7.4.2. 3anpeniaeTcs OTHNPaBIAThH (ailyibl, coaepKaliiue MnepcoHaIbHbIE
JaHHBIE B OTKPHITOM BUJE (HE 3alIM(POBAHHBIE).

7.4.3. 3anpeniaeTcss MaccoBasi pacchliika MOYTOBBIX cO0OIIeHM (Ooee
100) BHemIHUM asipecaTam 0€3 COorjacoBaHMs C pyKOBOJCTBOM (Criama).

7.4.4. 3anpeniaeTcss WMCHOJb30BaTh HE CBOM OOpaTHBIM ajapec mpH
OTIPABKE JIEKTPOHHOM MOYTHI.

7.4.5. 3anpeniaercsa OTOPABIAThH MO 3JIEKTPOHHOM MOYTE UCIOIHSIEMbIE
daiinbl (00BIYHO UMEIOT paclIUpeHus exe, com, bat, js, vbs u 1.11.). B ciayuae
HEOOXOJAMMOCTA OTHOpPaBKU TakuX (aiiioB, MOMEATh HX B apXHB U
YCTaHOBUTH NapOJb.

7.4.6. IlpucoenuusieMble (Pailyibl pEKOMEHYETCs YIIAKOBBIBATh B ApXHB
IPY OMOUIY MPOrPaMM-apXUBATOPOB.

7.4.]. KopriopaTUBHBIE PEKOMEHAIMN HKCHOJIb30BaHUS JJIEKTPOHHOU
MOYTHI:

— BBl TOJKHBI OKa3bIBaTh TO K€ YBaXXEHUE, YTO W INPU YCTHOM
OOIICHUU.

- Bbl 10MKHBI TPOBEPATH NPABOMUCAHUE, TPAMMATUKY U JABaXKIbI
NEPEUUTHIBATH CBOE COOOIIEHUE MePe]] OTIPABICHUEM.

- Bl He JO0MKHBI ydacTBOBaTh B  PACCBUIKE IOCIIAHUM,
NEepechblIaeMbIX MO0 LENoYKe (Yalie BCero 3TO MHUChbMa PEIUTHO3HO-
MHUCTUYECKOT0, PA3BIEKATEIBHOTO COIEPKAHUS).

— Bbl He MOMKHBI MO COOCTBEHHOW HMHUILIMATUBE IEpechlIaTh MO
IPOU3BOJIBHBIM ajIpecaM He3aTpeOOBaHHYIO0 HHPOPMAIIUIO.
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- Bel He 10JDKHBI pacchlIaTh COOOIICHUS, KOTOPBIE SIBIISIIOTCS
3JIOBPEAHBIMHA, Pa3APAKAIOMMMHA WIH COAEPKAIIMMHA  YIPO3bl APYTHUM
MOJIb30BATECIISIM.

— Bel  He  OMKHBI  OTHOPABIATH  HUKAKUX  COOOIICHUI
MIPOTHUBO3aKOHHOT'O MJIM HEATUYHOTO COJICPIKAHMSI.

- Bbl J10/KHBI OMHUTH, YTO SJCKTPOHHOE TMOCJIAHUE SABJISCTCS
SKBUBAJICHTOM TOYTOBOM OTKPHITKM M HE JOJDKHO MCIOJIb30BATHCA IS
MEePEChUIKA TIEPCOHAIBHBIX JaHHBIX O€3 HMCIIOIB30BAHUS CPEJCTB 3alUTHI
(mupoBanue).

- Bel He  JOOMKHBI  HCHOJB30BAaTh  IIMPOKOBEIIATEIILHBIE
BO3MOYKHOCTH JJICKTPOHHOW IOYTHI 33 HMCKIIOYEHHEM BBIITYCKAa YMECTHBIX
OOBSIBIIEHHUIA.

- Bbl HE JOMKHBI MCIOJIB30BAaTh KOPHMOPATHUBHYIO 3JIEKTPOHHYIO
MOYTY JUTS TTOCIIAHUN JINYHOTO XapakTepa.

- Bl 1OMKHBI HEYKOCHHTENIBHO  COOMIOAaTh MpaBWwiIa |
WHCTPYKIIMM W TOMOTaTh aJAMUHUCTpATOpaM OOpOThCS C HaAPYLIUTEISIMHU
MpaBuIL.

8. Topsaok padoTsl O CbeMHBIMU HOCUTEJIAMHM HH(POPMALMHU

8.1. Ilox wucnonb3zoBanueM Hocuteneit uHdopmamuu B HCIIAH
Yupexaenus moHuMaercs ux noaxiaoueHue k uHdppactpykrype MCIIIH ¢
1enaplo 00paboTku, mpuemMa/mepenayn uHGOpMaIMU MeXTy HHGOpMAaIMOH-
HBIMU CUCTEMaMH U HOCUTEJISIMU UH(POPMAITIH.

8.2. JlomyckaeTcs MCMOIb30BaHUE TOJIBKO YYTEHHBIX HOCUTENEW MH-
(dopMaruu, KOTOphIE SIBISIFOTCSI COOCTBEHHOCThIO YUpEXKACHUS U MOJBepra-
I0TCSl PETYJISIPHOM PEBU3UHU U KOHTPOJIIO.

8.3.  VYuer u BplIauy ChEMHBIX HOCUTENEH HHPOPMALIMU OCYIIECTBIIS-
€T JIMI0, OTBETCTBEHHOE 3a OpraHU3alui0 0OpabOTKU MEPCOHAIBHBIX JaH-
HbIX. DaKT BeIAYM HOCUTENS (PUKCUpYETCs B )KypHAJIe yueTa MalllMHHBIX HO-
cuTene HHPpopMaluu.

8.4. Ecmm poctyn k MCII[IH mpous3BoauTCs HpH IMOMOIIM IEPCO-
HaJbHBIX uAeHTHPuKaTopoB (eToken), To (akT moayyeHus U caauu JAHHBIX
UJCHTU(HUKATOPOB 00s3aTEIHHO (PUKCUPYETCS OTBETCTBEHHBIM 3a OpraHU3a-
U0 00pabOTKM MEePCOHANIBHBIX JAHHBIX, B COOTBETCTBYIOIIUX JKypHAaJIax.

8.5. Bo03MOXHOCTH MOAKITIOUEHUS HOCUTENEH MH(MOpPMAIUK, a TaKKe
MOJlydYeHUE YUYTEHHBIX HOcuTened mHpopmauuu npenoctasistores [lomab3o-
BaTEJISIM 110 MHUIIMATUBE PYKOBOAMUTENS YUPEXKICHUS B CIydasxX:

- HEOOXOJMMOCTH BBINOJIHEHUS BHOBbH TPHUHATHIM PaOOTHUKOM
CBOMX JIOJKHOCTHBIX 00S3aHHOCTE;

- BO3HUKHOBeHUs y [Tonb30BaTens cinykeO0HONH HEOOXOIUMOCTH.

8.6. Ilpu ucnonb3oBaHuu HOcUTeNeH HH(MOPMAITUN HEOOXOIUMO:

- UCIOJIb30BaTh HOCUTENM HH(POPMAIMK HCKIIOUUTENbHO IS
BBITIOJTHEHHSI CBOMX CITYKEOHBIX 00s13aHHOCTEH;

- 6epe>I<H0 OTHOCHUTBCA K HOCUTCIISAM IIEPCOHAJIBHBIX TAHHBIX.
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- obecrnieunBaTh (bU3UYECKYIO 0€30IMacHOCTh HOCHUTEJEeH
uH(OpMAIUU BCEMHU Pa3yMHBIMH CTIOCO0AMH;

- U3BEIIATh OTBETCTBEHHOIO 3a OpraHu3aluilo  00paboTKu
MIEPCOHANIBHBIX JAHHBIX O (paKTax yTpaThl (Kpaku) HOCHTENeH HH(OpMAITUH.

8.7. 1Ipu HCHOIB30BAaHUM HOCUTEJEH MEPCOHAIBHBIX JAaHHBIX 3ampe-
HIEHO:

- UCIIOJIb30BaTh HOCHUTENM IEPCOHAIBHBIX [aHHBIX B JIMYHBIX
LETIAX;

— nepeaBaTh HOCUTENHN EPCOHAIBHBIX JAHHBIX APYTUM JULaM (3a
UCKJIIOYEHUEM aJIMUHUCTPATOPOB);

— XpaHUTh CHEMHBIE HOCUTENIU C TNEPCOHAIBHBIMU JIAHHBIMH Ha
pabouux cronax, JUOO OCTaBIATH MX 0€3 MpUCMOTpa WM TepeaaBaTh Ha
XpaHEHUE JPYTUM JIULAM;

- BBIHOCUTHh CHEMHBIE HOCUTEIU C MEPCOHAIBHBIMHU JTAaHHBIMU W3
CITY>KE€OHBIX TTOMEIIEHUM Jisl pabOThl C HUMU HA JIOMY U T. II.

8.8. Jlroboe B3aumojeiicTBue (0OpaboTka, mpuem/mnepenada uHOOpP-
Maiuu) uHunuupoaHHoe [lonp3oBaTeneM Mexay MHOOPMAIIMOHHOW CUCTE-
MO U HEYUYTCHHBIMHU (JINUHBIMH ) HOCUTEISIMUA UHPOPMAIUU, pacCMaTpUBaACT-
Csl KaK HECAHKIIMOHMPOBAHHOE (3a MCKJIIOYEHHUEM CIy4YaeB OTOBOPEHHBIX C
aAMUHUCTpaTopamMu 3apaHee). OTBETCTBEHHBIN 3a OpraHu3anni 00padOTKU
MEPCOHANIBHBIX JIAHHBIX C MPUBJICYECHUEM MOMOIIU (€CIM HEOOXOIUMO) CO-
tpynuukoB ['BY Pecnyomuku Komu «IIbW» nHa ocHoBanuu CornameHus
OCTaBJISIET 3a COOOM MpaBO OJOKUPOBATH WM OTPAHUYUBATH MCIIOJIb30BaHUE
HOCHTeNeH nHpopmaIuu.

8.9. Hudopmamms o6 ucnonb3oBanuu I[lomb3oBaTensMu HOCHTEICH
uHpopmaIuu B HHOOPMAITMOHHBIX CUCTEMaX MPOTOKOJIUPYETCS U, IPU HEOO-
XOJMMOCTH, MOXET OBbITh MPEIOCTABIICHA PYKOBOIUTEIO.

8.10. B cnydae BbIsiBJieHUs] (PAKTOB HECAHKIIMOHUPOBAHHOIO W/WIIH
HEIIEJIEBOTO HCIOJIb30BaHUM HOCUTENIeH HHGOpPMAllUM WHUIUUPYETCS CIIy-
»keOHasi MpoBepKa, MPOBOAMMAs KOMHUCCUEH, COCTaB KOTOPOM OMpeaesieTcs
OTBETCTBEHHBIM 3a OpraHu3aiuio o0pabOTKU TMEepPCOHANIBHBIX AaHHBIX. [lo
(hakTy BBISICHEHHBIX OOCTOSATENICTB COCTABISETCS aKT pacciaeOBaHUS UHIIU-
JIEHTa U TIepeaeTCs PyKOBOJUTEIIO Y UpeKACHUs I MIPUHSATHS MEp coTJiac-
HO JIOKQJIbHBIM HOPMATHUBHBIM aKTaM YUpEXIEHUS U JEHCTBYIOIIEMY 3aKO-
HOJATeNbCTBY PO.

8.11. IIpu oTmpaBke WK nepeaadye MNepCcoHAIbHBIX JAaHHBIX aJpecaTaM
Ha Ch€MHbIE HOCUTENIM 3alKChIBAIOTCS TOJIBKO MPEAHA3HAUYCHHBIE ajJpecaram
JIaHHBIE.

8.12. BbrIHOC CHEMHBIX HOCHTEJICH MEPCOHATBHBIX JTAHHBIX JJIsI HEIO-
CPEICTBEHHON Tepefadu ajpecaTy OCYIIECTBISETCS TOJIbKO C MHUChMEHHOTO
pa3peiieHus: PyKOBOAUTENS Y UPEIKICHHUS.

8.13. CpemHBIE HOCUTENN NEPCOHANBHBIX TaHHBIX, TPULIEAIINE B HE-
TOJIHOCTh, WJIM OTCIY>KUBIIHUE YCTAaHOBJICHHBIM CPOK, MOJJICKAT YHUUTOXKE-
HUIO. YHUUYTOXXEHUE ChEMHBIX HOCUTENICH C TIEPCOHATBHBIMU JAHHBIMU OCY-
HIECTBIIAETCS KOMUCCUEN, COCTAB KOTOPOH OMPEAENSAETCS OTBETCTBEHHBIM 32
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OpraHu3anuio o0pabOTKH MEPCOHAIBHBIX AaHHBIX. [10 pe3ynbraramM yHUYTO-
’KEHUS HOCUTEJIEH COCTAaBJISETCS aKT.
8.14. B ciydae yBOJIBHEHHS WJIH MEpPEeBOJia paOOTHUKA Ha JIOJDKHOCTb,
HE CBsA3aHHyI0 ¢ ucnoib3oBanueM WCII/IH, npenocTaBieHHbIE HOCUTENN
NEPCOHAIIBHBIX JAHHBIX U3bIMAIOTCS U JEJIAI0TCSI COOTBETCTBYIOIIME TIOMETKU
B )KypHAaJIe yyeTa MalllMHHbIX HOCHTEJIEH.
9. IIpaBa mosab30BaTe s

9.1. HcnonwzoBate UCII[IH YupexneHus njs BBIIOJHEHHS JOJIXK-
HOCTHBIX 00SI3aHHOCTEH.

9.2. OOpamaTbCsi K OTBETCTBEHHOMY 3a OpraHU3alMio0 o0paboTKH
MEPCOHANIBHBIX JIAHHBIX NI KOHCYJbTAI[MK MO MOBOJY MCIOJIb30BaHUS MPO-
rpaMmMHOro obecrnieuenus u APM, Boripocam 00pabOTKH MepCcOHANBHBIX JIaH-
HBIX.

9.3. HampaBisTh NpeaoKEHUsI MO YCTAHOBKE HOBBIX BEPCHIl Cylle-
CTBYIOILIETO MPOTPAMMHOTO oOecrieueHus (¢ 000CHOBAaHHEM HEOOXOJIUMOCTH
3aMEHBI CTapbIX BEPCUM HA HOBBIE).

9.4. HampaBmiaTe NpeMIOKEHHUS N0 MOAECPHU3ALMH IPOTPAMMHOTO
obOecrieueHus1, pa3padbaTbiBAEMOro B YUpPEeKJACHUU WIM IO 3aKa3zy Yupexkie-
HUS.

9.5. HampapisTh npeasioxKeHUs MO YCTAHOBKE HOBOrO (a TakXe J10-
MOJIHUTEILHOTO) MPOTrPaMMHOTO oOecrieueHus (C yKa3aHUuEM IIeJId UCTOJIb30-
BAaHMS, TPEUMYIIECTB ME€PE]] CYIIECTBYIOIINMU aHAJIOTAMM).

9.6. Hanpasnars npemyioxkeHus: mo Mmoaepuuszauu APM (3ameHbl Ha
HOBBIE aHAJIOTH), ¢ 0053aTeIbHBIM 00OOCHOBAHHWEM 3aMEHBI M YKa3aHHUEM IIpe-
MMYIIECTB Mepe]l CYIIECTBYIOIINMU aHAJIOTaMHU.

9.7. TlonmyuyaTh KOHCYJBTAIlMU U PA3bSICHEHUS 0 HOPMATUBHBIM J0-
KyMEHTaM, pErJaMEHTUPYIOIUM paboTy ¢ TEpPCOHATbHBIMU JIaHHBIMU B
YupexxneHus.

10. OTBEeTCTBEHHOCTH

10.1. Ilonwp30BaTens HECET MEPCOHAIBHYK) OTBETCTBEHHOCTH 32 CBOM
JEeUCTBUS WM O€3/1eMCTBUE, KOTOPbIE MOTYT MOBJIEUb 3a COOOM pasriaiieHue
MEePCOHANILHBIX JAaHHBIX, & TAKXKE 32 HapyIIEHHE HOPMAJIbHOTO (DYHKIIMOHH-
poBanus UCII/IH win uX OTAEIbHBIX KOMIIOHEHTOB, HECAHKIIMOHUPOBAHHBIM
JOCTYTl K WH(OpPMAIMA B COOTBETCTBUE C 3aKOHOAATENHCTBOM Poccuiickoi
denepanuu U J0KaIbHBIMA HOPMATUBHBIMU aKTaMHU Y UPEXKICHUSI.
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JIuct o3HakomJieHus ¢ « MHCTpyKIMel MoJIb30BaTe sl 0 padoTe ¢ nmep-

COHAJIBbHBIMH JAaHHBIMMW))

No
n/m

D10

JIOJ>KHOCTB

IToammucs,
maTta

1.

2.

10.

I1.

12.

13.

14.

15.

16.

17.

18.

19.
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20.

21.

22.

23.

24.

25.

26.

27.

28.

29.

30.

31.

32.

33.

34.
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